What makes a website Vulnerable?

A website vulnerability is a misconfiguration or weakness in the website’s code that allows attackers to gain control and cause potential harm. 

With over 30,000 website hacks happening daily, you may want to take care of any website vulnerabilities that expose your website to hackers. 


In the video today, you will learn more about what makes your website vulnerable and find ways to secure it. 

Let’s dive in.

[bookmark: _8be90pxokgbi]Types of Website Vulnerabilities
While there are numerous ways for attackers to exploit your website, there are 5 common vulnerabilities that are used the most. 

[bookmark: _3m0rx62ztthb]Direct Input of Malicious Code into Database (SQL Injections)
This is where hackers or tools exploit your website code to input malicious code directly into the database. 

This is known as SQL Injection vulnerability as cybercriminals will input malicious “payloads” and gain access to your website. 

Some of the injected payloads can include;
· Injecting spam/ malicious posts onto a site
· Stealing customers data and information
· Overriding authentication to acquire full access to a website


[bookmark: _ybmymvnhxx5k]Cross-Site Request Forgery (CSRF)
CSRF attacks are not common, but they could jeopardize your website’s security if utilized. 
CSRF attacks work by tricking users or administrators into performing potentially harmful actions to a website unknowingly. 


These attacks are often executed on banking and ecommerce websites where attackers can gain sensitive financial information. 

[bookmark: _ljetpb1b5r77]File Inclusion (RFI/LFI)
This vulnerability involves attackers using the “include functions” on web application languages such as PHP on the server backend to execute code from a remotely stored file.



[bookmark: _te1zx0whnkel]Cross-Site File Scripting (XSS)
This vulnerability takes advantage of improper/failed input sanitization or other input fields to inject malicious scripts and execute code on a website. 

WordPress has experienced large-scale cross-site scripting attacks in the past.


[bookmark: _g7qtajszc9gr]Security Misconfigurations
Misconfigurations make your website an easy target for hackers. Security misconfigurations are easy to detect and exploit.


[bookmark: _k6xdx87oebca]How to Prevent and Manage Website Vulnerabilities



1. [bookmark: _ofr63jfu7qso]Update Your Website Applications
The first step to ensuring that your website is safe is to ensure that all website applications and plugins that you are using are up-to-date. 


Attackers will use news updates on security patches as a blueprint for finding vulnerable websites. 

You can activate automatic updates for your applications to ensure that you stay ahead of malicious attackers, 

[bookmark: _v3dajvjho8ky]Use a Web Application Firewall (WAF)
Web application firewalls act as the initial defence against attackers looking for vulnerabilities on your website. 

WAFs block and eliminate lousy traffic such as; bots, IP addresses known for spam or cyberattacks, attack-based user input, and automated scanners. 

[bookmark: _vo7q7zrage12]Use a Malware Scanner
Malware scanners from reputable companies are the final step to eliminate vulnerabilities on your website. Use a malware scanner that automatically detects and eliminates malware. 

Understanding the various types of vulnerabilities will help you keep your website safe and prevent any attacks.

Thanks for watching.

If you have any comments, please leave them below.

Please hit the like button, subscribe to the channel and I’ll see you later.


==========================

[bookmark: _w3hj1aqs44eg]What To Look For In Good Secure Hosting

Having a website is the best way to promote your business online. But, it's not enough to have a website. You also need secure web hosting for people to trust your website and use it safely. 

This video will discuss what to look for in good secure web hosting and how to find a reputable and reliable web hosting company.
[bookmark: _5kgt2ec7l6hk]
[bookmark: _cacqe5ni06j1]What is Secure Hosting?
The web hosting company and the type of web hosting you use are necessary for keeping your website safe and secure. 

Secure web hosting involves a collection of stand-alone factors optimized to ensure that your website is hosted securely.

Secure web hosting plays a primary role in ensuring that your website is safe from malicious intrusions and attacks. 

[bookmark: _8be8jmvb3qw8]
[bookmark: _y3bquauaar9e]Must-Have Security Features on Secure WebHosts
When looking for a good secure web hosting company, there are a few features that you should look for:
· Malware and virus protection
· Data encryption
· Firewall protection
· DDoS Protection
· Secure DNS
· Antispam and antiphishing tools
· Web application firewall
· Domain Name Privacy
[bookmark: _jmi7gtuqp09g]
[bookmark: _brearf6i2bgb]FireWalls
A firewall is software that can detect intrusions and stop them before they reach your site.

Firewalls work by filtering all request activities before they reach the webserver. They can then block access to your website based on set security criteria.

[bookmark: _j5xnbn23v3fv]
[bookmark: _97vqvrftqkld]Antispam and Antiphishing Tools

Antispam helps identify and block spam messages, while antiphishing identifies phishing websites trying to steal your data.

[bookmark: _dvot48geddgo]
[bookmark: _pb03bjuk9rfq]Web Application Firewall
Web application firewalls filter requests to your website and can detect any suspicious activity.

A good secure web hosting company will have a firewall in place to protect your website from malicious intrusion or attack.
[bookmark: _e71iilm52jg9]
[bookmark: _780uqam01hla]Domain Name Privacy

Domain name privacy hides your personal information and contact details from the public. This is an important feature to have for any website that handles sensitive information.

Good secure web hosting providers will offer domain name privacy as a service to protect your business's private data from cybercriminals who might try and steal it or use it against you in some way.
[bookmark: _cqym23d8no4j]
[bookmark: _wd8xazb4b3pl]DDoS Protection
DDoS is a type of attack that aims to make your website unavailable by overwhelming it with requests.


To prevent DDoS attacks, secure web hosting companies work with Content Delivery Networks such as Cloudflare.
[bookmark: _u5nl90lduq8w]
[bookmark: _82s3exmfzoui]Antivirus Protection
Secure websites require antivirus software for malware, viruses, or other infections on the server platform (such as Unix or Linux).
[bookmark: _lct55frqxw3a]
[bookmark: _kyyq3zcmfc56]Availability and Uptime
One of the most important things to look for in a website hosting company is its availability and uptime.


A good hosting company will have a 99.99% uptime, but this can vary depending on the server platform and use of resources.
[bookmark: _3e9lfkb1lf4w]
[bookmark: _gf17ig1s0y8u]Backup and Restoration
Secure web hosting providers that offer backup and restoration services will have the ability to restore your website in case of an outage.

Backups are important as they can help you recover from any data loss due to a server crash.

In conclusion, it's important that you find a dependable website hosting company that you can trust to keep your website up and running. 


Thanks for watching.

If you have any comments, please leave them below.

Please hit the like button, subscribe to the channel and I’ll see you later.


==========================
[bookmark: _ad8wxch494es]How to Protect Your WordPress Admin Login

If you own a WordPress site, it is your responsibility to ensure that the login area remains safe from malicious attackers. For WordPress users, the login is often the most important part of your website's security. By logging in, you have access to all of your website's assets and data.


This video looks at the most important security steps a website owner can take to keep their WordPress website and data safe from malicious attackers.
[bookmark: _dc91obfu95jh]
[bookmark: _z9eyimij8xyt]The Importance of Protecting Your WordPress Admin Area
Your WordPress login area is the first and most important access point to your website. Your login area is the doorway to accessing all of your website data, including private information from your customers.

It's important to protect your login as you are required to provide confidentiality and protect the data of your customers and web visitors.

[bookmark: _j1ckondtujhg]
There are a few easy steps that you can take to protect your WordPress admin login area.

Let’s dive in.
[bookmark: _71ln2mal4vqr]
[bookmark: _cuafenaj9ffa]Change the Default Admin Username
This is the first and most important step to take in securing your WordPress login area.

The username is set to admin by default, and many people never change it. This makes it easy for hackers to access your website as they already know your username.


To change the username, go to "Users" on your dashboard and create a unique username and password.

When creating a password, use random passwords such as the one generated by the inbuilt WordPress password generators.

You can also use a password manager if you are concerned about losing your login credentials.
[bookmark: _8ifnwqirpie3]
[bookmark: _c74o3x31o0ra]Limit Login Attempts

You can significantly reduce the chances of bots breaking into your website by limiting the number of login attempts made from the same IP address.

[bookmark: _3si3hke3qzig]
[bookmark: _kk4frdrbtvju]Change Login URL

You can change the default login URL on your website by adding a string to the end of it. This will make it impossible for bots to break into your website by guessing the URL.


[bookmark: _mdzxw6dxeoet]Add SSL To Your Website

SSL certificates verify the identity of the user to the website, as well as assure confidentiality between a visitor's browser and the website.

Once you set up SSL/ HTTPS, only the user's browser can decipher data sent from a server as the data is already encrypted.
[bookmark: _16ea101tn8wm]
[bookmark: _cs1osnr59s0z]Two Factor Authentication
Two Factor Authentication involves adding a second layer of security to help protect your WordPress login from being hacked.


There are free and premium plugins available for two-factor authentication on your WordPress.
[bookmark: _ltpzblocav0l]
[bookmark: _gqkzrjux0xww]Password Protect Your WordPress Directory
The WordPress directory includes all the files that make up your website.
It's an important feature of a WordPress site, so you should protect it.


To wrap it up, it's necessary to learn about securing your WordPress login area as you are fully responsible for protecting your website.


Thanks for watching.

If you have any comments, please leave them below.

Please hit the like button, subscribe to the channel and I’ll see you later.


==========================

[bookmark: _1slut9ozrdvg]WordPress Security Plugins You Must Consider


WordPress security plugins are important because they offer a variety of features that can help protect your website.

This video provides insight into WordPress security plugins that will help you keep your website safe from hackers.

Here are some of the best plugins to consider for your website security.

[bookmark: _gqpt2pnyab8t]Sucuri Security
Sucuri Security is the ultimate best WordPress security plugin to consider. This plugin offers protection against malware, viruses, hacking, and spam. 


Sucuri offers free and paid security features, with real value provided in the premium version.


[bookmark: _ophxq3crts4m]iThemes Security
iThemes Security is an excellent option for WordPress security developed by the same company behind BackupBuddy.

This plugin has an intuitive dashboard that allows you to access and manage all the available features.

iThemes does not have a malware scanner or website firewall. It uses Sucuri's SiteCheck to scan for malware.

[bookmark: _7edpbt2o5223]
[bookmark: _ncd324f0ue1h]Wordfence Security
Wordfence Security is a powerful WordPress security plugin that protects against hacking, spam, malware, brute force login attacks. 

Wordfence has a free plugin, which offers basic security to small sites. The premium version is more robust with more security features.

Unlike the Sucuri firewall that runs on the cloud, Wordfence also has its own firewall that runs on your server.
[bookmark: _nhjwti43v3fd]
[bookmark: _f0cn5cju8mdz]WP Fail2ban
Wp fail2ban is a security plugin dedicated to one single task of stopping brute force attacks.


The WP fail2ban is simple to use, and all you need to do is install and activate it. The plugin is also free and one of the best security plugins offering a stand-alone dedicated service to website users.


[bookmark: _i4f26myr5hz4]Jetpack
Jetpack is a plugin that offers many features including website security for WordPress users. The premium version of Jetpack includes additional protections against hacking, brute force attacks, spam filtering, web application protection.
This plugin does not provide website monitoring or automatic removal of malicious code from your site but it can be purchased separately as part of the WordPress VIP.
[bookmark: _e4n2d7pz5qx9]
[bookmark: _2y045tr71u2c]How to Choose the Right WordPress Security Plugin For Your Website
Before you download any WordPress security plugin, it's necessary for you to know which one covers your needs best.

Security plugins are "heavy" and can impact your website speed negatively if not selected wisely.

First, consider your hosting service. Some hosting services offer security features such as malware scanning, backups, restorations, firewalls, etc. You don't need a plugin offering these services if your website host already provides them.

Next, consider if you need a full suite of security features or if you only need some specific features. 

That just about wraps things up for today.

If you have any comments, please leave them below.

Please hit the like button, subscribe to the channel and I’ll see you later.


==========================
[bookmark: _56zk3pxw6up4]SSL Certificates Explained
It's now a standard that every website adds an SSL certificate to protect customer information and secure transactions online.

A website with an SSL certificate is notable as there is a padlock icon next to the URL on a browser's address bar. It's right to assume that a website with this padlock icon is protected with an SSL certificate.
[bookmark: _571s7zs2r4m]
[bookmark: _ogypn14t9itz]How Do SSL Certificates Work?
An SSL certificate is the internet's way of ensuring that criminals cannot hijack, read, or modify information between your browser and servers.

Without an SSL Certificate, data could be intercepted by anyone on a local network between your web visitors and your server. The encryption protects any sensitive information such as credit card numbers, passwords, emails, etc.

Here is a step-by-step process on how SSL certificates work.
1. A server or browser attempts connecting to a website that is secured with SSL certificates.
2. The server or browser requests for "identification" from the webserver.
3. The web server sends a copy of its SSL certificate to the browser or server.
4. The server or browser checks the SSL certificate to see if the certificate is trustworthy. If the certificate is trustworthy, it signals approval to the webserver.
5. The web server then sends an acknowledgment that is signed digitally, and an SSL encrypted session begins.
6. Encrypted data can now be shared between the browser, server, and web server.

While it seems like a lengthy communication process between your website, server, and browser, the process takes only a few milliseconds to complete.

[bookmark: _swel0tcrzqw]
[bookmark: _3ds0kpmxdgq]Why Do You Need an SSL Certificate?
The primary role of SSL certificates is to protect a user's data, prevent attackers from creating a fake copy of the website, and verify ownership of the website.

Types of private information that SSL certificates secure include;
· Medical records
· Proprietary information
· Legal contracts and documents
· Personally identifiable information such as names, addresses, dates of birth, and cellphone numbers
· Login credentials
· Financial information such as transaction and bank account details
[bookmark: _5h13emrm7p4k]
[bookmark: _frh83fksg4s8]Types of SSL Certificates
There are six main types of SSL certificates that offer different levels of validation. 

[bookmark: _moclad490vhg]Domain Validated Certificates
Domain validated certificates are a type of SSL certificate that verifies the domain name only (e.g., example.com) without validating the organization behind it.

This type of certificate is the cheapest and quickest to set up but offers low levels of encryption and validation.
[bookmark: _9v5ncjgdm6fe]
[bookmark: _qnbsevwgw8m0]Organization Validated Certificates

This type of SSL certificate offers more validation than domain validated certs and they display the owner's information in the SSL certificate (e.g., example.com, Inc.)
[bookmark: _7h111p7be3ip]
[bookmark: _4j2smo8o2rpt]Extended Validated SSL Certificates

This type of certificate is generally reserved for companies that need to present high levels of trust and security, such as banks.
[bookmark: _ijhn9pipj11s]
[bookmark: _a49fpfzgg8qe]Wildcard SSL Certificates
A wildcard certificate is used when a company secures a domain and unlimited subdomains in a single certificate.


[bookmark: _6dtajwmjlfo]Unified Communications Certificates

These certificates are validated organizationally and provide the highest level of assurance through the green address bar.
[bookmark: _dzjy13rksx9f]
[bookmark: _5ra3ubbp6k87]How To Acquire an SSL Certificate
SSL certificates can be obtained either directly from a Certificate Authority or through a third party.

The cost of an SSL certificate varies depending on the level of security you need and could be anywhere between free to hundreds of dollars.

Certificate Authorities will often issue certificates for a one-time fee, which is ideal if you have an expiration date for your certificate in the near future.

Third-parties will often charge a fee on top of their one-time charges as well as monthly fees.

That wraps things up for today.

If you have any comments, please leave them below.

Please hit the like button, subscribe to the channel and I’ll see you later.


==========================

[bookmark: _shmqr1eubywj]Everything You Need to Know About DDoS Attacks
DDoS attacks are on the rise, and they can be devastating to anyone who experiences them.
[bookmark: _lfj2uwtlgcb]
[bookmark: _7jazahm6rxr0]What is a DDoS Attack?
A DDoS (Distributed Denial of Service) attack happens when an attacker uses multiple devices to flood their targets' server networks with so much traffic that their bandwidth or resources get overwhelmed.

DDoS attacks are a type of cyber attack that can happen to anyone. 
[bookmark: _gf8480nn3xzi]
[bookmark: _2dvhtlgq614e]How Do You Know If You Are Under a DDoS Attack?
Generally, the first sign of a DDoS attack is an increase in traffic. You might notice that your site's statistics have spiked, or you may find it difficult to load pages or send emails.

While other reasons may have caused a spike in your traffic, the following signs may indicate that a business is suffering from a Denial-of-Service (DDoS) assault:
· Website error messages
· Slow-loading web pages/timeouts when loading web pages
· Email service is unavailable or too slow to be of use
· General slowness and sluggishness with everything you do online
· Loss of connection, when you can't connect to the internet or other network resources
[bookmark: _tkrdziz0e3tc]
[bookmark: _5uamvxq11ukj]Types of DDoS Attacks

[bookmark: _bpn304d886i2]
[bookmark: _aa01sagqmh01]Application Layer Attacks
These are the most common type of DDoS attacks. They overwhelm the target's system by sending a high volume of requests to access the site or service.
[bookmark: _910ywzw4o25j]
[bookmark: _3gemfsufpl2p]Volumetric Attacks
These attacks use large volumes of data to flood your website's bandwidth and ground the server due to a lack of available space.

[bookmark: _irp86gxeisun]
[bookmark: _16p27iedl67r]Protocol Attacks
Protocol attacks occur when attackers target parts of your system and send tons of requests from all directions.

[bookmark: _p5e8ujaglyy6]What Can You Do If You're Under A DDoS Attack?
The first step is to create a timeline and know when the attack started and how long it's been active.

Next, identify applications, services, and servers that have been impacted by the attack and how they are affecting your website visitors.

Notify your web hosting company of the DDoS attack and manage the attack by performing an IP switch.

Involve a web security service that offers DDoS mitigation services to reduce the extent of the attack.

Alert your website visitors and customers about the attack to avoid frustrations or confusion due to lack of information.
[bookmark: _2q7164btxrec]
[bookmark: _tabdpbwiapm8]How to Prevent DDoS Attacks
The most effective way of preventing DDoS attacks from bringing your business down is by distributing your resources to multiple locations. That way, it will be difficult for attackers to target your whole business.

It's also important that you monitor your website traffic and have an accurate idea of how your website traffic looks like on a typical day. This will help you spot DDoS attacks early enough and mitigate the problem before it cripples your services.


In conclusion, understanding DDoS attacks and knowing how to mitigate their effects can mean the difference for your business. Knowing the different types of DDoS attacks and how to identify them can help you take preventive action. 


If you have any questions or comments, please leave them below.

Please hit the like button, subscribe to the channel and I’ll see you later.


==========================

[bookmark: _5164srj8jfpm]Tips to Stop Malware from Infecting Your Website

Malware is defined as a type of computer software designed to disrupt or damage a system, data, or personal information.
[bookmark: _m5pnze4ono6k]
[bookmark: _my9gjqr5gnps]How Does Malware Work?
Malware is designed to disrupt the operation of a computer system or cause damage. Hackers often use malware to steal sensitive data such as intellectual property from you. 

Malware can be transmitted to other computers in several different ways:
· Opening an infected email attachment
· Visiting an infected website
· Having a computer or mobile device compromised by malware, such as ransomware
[bookmark: _7dwyihna1eej]
[bookmark: _tzxjkzoryi1h]How Is Malware Spread?
Malware is spread in several ways, making it difficult to protect your website from being infected. Some of the ways used by an attacker to spread malware include;
· Opening an infected email attachment
· Visiting an infected website, such as one that has been compromised through malware injection
· Having a computer or mobile device infected by malware, such as ransomware
· Clicking on fake internet ads

[bookmark: _6p83b4z5pz22]How to Prevent Malware from Attacking Your Website

[bookmark: _q20l4f87b5ab]Perform Regular Site-wide Scans

Scanning your site for malware and malicious code regularly ensures that you can get rid of malware before it has the opportunity to cause any damage.

[bookmark: _65yt7sc7qhdm]
[bookmark: _7fr3w5dahjaj]Restrict File Uploads on Your Website

Allow file uploads only to specific areas on your website. Upload files that have been scanned for malware before doing the upload.
[bookmark: _185gpeh1816p]
[bookmark: _g6rdbumcrfj3]Keep All Software, Plugins, and Applications Updated
Often, malware infects a website because the software installed on your site is outdated. 

Keeping all applications up to date ensures that there are no exploits or bugs in the software that may cause your site to be compromised.


[bookmark: _p0o3tbasee9b]
[bookmark: _dw2874cul6y]Use Form Validation
You can avoid the injection of malware through your website’s forms by performing form validation. Validation ensures that information entered into a form is accurate and doesn’t contain any malicious code.

[bookmark: _clbbxmqvrn5k]
[bookmark: _iatgoplwe1kw]Use SSL to Encrypt Data

Use SSL on your website to better protect sensitive data from being intercepted by hackers or malware.
[bookmark: _1hj40oy4zpjm]
[bookmark: _7y69eixbsxgs]Install a Web application Firewall
A web application firewall is a firewall that protects your website from malware.

Typically, a web application firewall is configured to allow some traffic but block other types of traffic, such as malicious traffic.

[bookmark: _5uq1cv86q9xx]
[bookmark: _2bpe5xqz1jm]Use Strong Login Credentials

You should always use strong passwords that other people cannot easily guess.

[bookmark: _xxrfqk7rc3pp]
[bookmark: _givwtj2bl1k2]Use Website Security Tools to Keep Your Website Safe
There are many tools available to help you protect your website from malware.

Some of the most common web security tools are
· Sucuri
· Scan My Server
· OpenSSL
[bookmark: _raod1cnrrdwk]
[bookmark: _rq565queqn7u]Regularly Backup Your Website
A data backup of your site’s files can help you restore any lost or damaged data in case of a breach.

Regularly back up all of the website content to ensure that everything will be backed up.

[bookmark: _6w1k7wqkhh6]Install Antivirus Software
By using antivirus on your computer, you can scan, identify, and remove malware on your computer. 

That wraps things up for today.

If you have any comments, please leave them below.

Please hit the like button, subscribe to the channel and I’ll see you later.


==========================



[bookmark: _c3s6usi9y7gf]What To Do When Your Website Gets Hacked
For most business owners, finding that your website has been hacked can be traumatic.

In the video today we will be looking at what to do should this happen to you.
[bookmark: _hth7uit0ggfy]
[bookmark: _n0wqq8ay276b]How Do Websites Get Hacked?
Hackers use a variety of methods to gain access to a website. Hackers gain access to websites in three of the following ways;
· Access control
· Third-party integrations
· Software vulnerabilities
[bookmark: _sciqwiil77rq]
1. [bookmark: _pltx2wwwbrk]Access Control
The most common way hackers gain access to a website is by exploiting an account with weak access credentials. In this case, hackers can guess your login credentials and gain access to your administrative backend.

[bookmark: _i8clkz8xz2z9]
2. [bookmark: _av3m51ymo116]Third-Party Integrations
These external services can include email, social media, analytics, and more.
[bookmark: _jiuuh2abla8i]
3. [bookmark: _fh08guq0awul]Software Vulnerabilities
The most difficult type of hack is when the hacker exploits a software vulnerability to break into the site. 
In this case, a hacker will try to find poorly designed code within the website and use it against you.

[bookmark: _n1qig98ykvuh]What to Do When a Website Gets Hacked

[bookmark: _bat6spmflmz2]Situational Awareness
After discovering that your website has been hacked, you first need to understand the circumstances that led to the breach. This means looking through log files, checking with your hosting company or other third-party partners, and taking stock of what the hacker did.

The most important thing to look for is where on your site the hack occurred.

[bookmark: _mbm5y8lu5lq7]Inform your Web Hosting Company
It's necessary that you get in touch with your web hosting company as they can easily fix most hacking incidents by checking for and removing any vulnerabilities and malware and restoring the website from a backup.

[bookmark: _x9sk40xzcu2v]Put Your Website in Maintenance Mode
Since your website represents your business, you need to protect all incoming traffic from accessing your hacked website.

Put the website into maintenance mode and inform your customers that you're still working on the problem.

This will prevent any accidental clicks from infecting their computer or causing other problems with malicious scripts.

It also prevents hackers from viewing private information such as customer credit card details, passwords, and bank account numbers.
[bookmark: _rceiscoqa4pw]Assess the File Damage Caused
Assess the extent of damage that an attacker may have caused after hacking your website.

Check your server logs, access logs, and error logs. Also, compare the most recent backup to the deleted site to understand the scope of the damage.


[bookmark: _y0bvle9fa5fn]Change Your Login Details
Changing your login credentials can help you regain control over your website and prevent more problems.

This includes FTP and cPanel passwords, as well as any other password-protected areas of your site you may use. 

[bookmark: _d0imbjftoo7b]Restore a Backup of Your Website
Once you have changed all your login details, it is time to restore a backup of the hacked website. Restoring a backup is necessary in case attackers may have damaged or deleted some of your files.

[bookmark: _vm0zzw8i55cb]Beef up Your Website Security
It is likely that restoring a backup of your website will not fully resolve the problem, as hackers may have managed to do some damage.

Beef up your site's security by updating any plugins or extensions they used to infiltrate.

And, use firewalls or other tools to block any IP addresses that may be attacking your site.

That just about ends things for the video today.

If you have any comments, please leave them below.

Please hit the like button, subscribe to the channel and I’ll see you later.


==========================



[bookmark: _wmqdqj8pvdsb]How to Identify and Prevent Cyber Attacks In a Shared Hosting Environment
Cyber attacks are an unfortunate reality of the digital age. As information becomes increasingly accessible, so do opportunities for cyber attackers to steal your data. These attacks have caused major disruptions in many businesses and put valuable data at risk.

In a shared hosting environment, you may be wondering how to identify and prevent these attacks.

That’s the topic for the video today.
[bookmark: _7hz67htqrerf]
Once you have identified that your website has been under a cyber attack, it's time to start working on ways to prevent future attacks.


Different hosting accounts may also be using varied security configurations and services, which may prevent you from implementing water-tight security measures.
[bookmark: _mw7xgx15vo9b]
Here are a few steps you can take. 

[bookmark: _3tx7hvv048ay]Implement 2 Factor Authentication
2Fa authentication is a great security measure that will help to prevent unauthorized access to your website. It also provides enough protection against brute force attacks.

[bookmark: _dn28ue15wnjj]
[bookmark: _ke2eu53xh2ze]Install Website Security Plugins
Security plugins installed on your website offer services that protect you from DDoS attacks, malware infection, spamming, phishing, and more.

[bookmark: _d1n931qm3yxy]
[bookmark: _qogqprk1pir7]Block PHP Execution in Unknown Folders
Hackers can exploit vulnerabilities on your website to add folders and files to your directory.

Ensure that you block PHP execution in unknown folders to help protect against exploitation by hackers. 
[bookmark: _c5ggn3atqm0l]
[bookmark: _dfva0kkc1wlg]Perform Website Vulnerability Scans
Website vulnerability scans will identify vulnerabilities and security flaws on your website. 

Vulnerability scans help you in knowing what to prioritize before hackers take advantage of the vulnerabilities.


[bookmark: _n3xd12v4abf4]Install Web Application Firewalls

The web application firewall is used to identify, stop and log all traffic coming into your website from the internet.

A Web Application Firewall will block any abusive scripts, malware, and SQL injection attempts from accessing your website. This is one of the best ways to protect your website from cyberattacks.
[bookmark: _azf0113cs8e3]
[bookmark: _meorsiwj4ght]Use Advanced Security Measures
A VPN can often be used in a shared hosting environment as it protects you and other websites on the same server against malicious intruders.


[bookmark: _pnka5irppcn0]Update Your Web applications, Plugins, and Themes
It's important to update your web applications, plugins, and themes as soon as new patches are released.

This is because newer versions may include security fixes that can help protect you against cyberattacks.
[bookmark: _fnshvqpi26al]
[bookmark: _z5y3buc4xx8y]Review Your Hosting Options
Reviewing your hosting options is important as it helps you find a web host that offers the best protection against cyberattacks.
[bookmark: _ipphaglu7d9u]

[bookmark: _v51tjc6rcam6]Reduce Your Risk of Being Hacked
A full website backup is essential to reducing your risk of being hacked. You should always back up your site so that you can restore it in case the worst happens and someone hacks into it. 

This will allow you to minimize the impact on your business when a hack takes place and ensure that you can recover any data lost.


If you have any comments, please leave them below.

Please hit the like button, subscribe to the channel and I’ll see you later.


==========================

[bookmark: _gp0kl55v3t62]A Simple Guide to Website Security
[bookmark: _nox08lon42oy]Are you worried that you could lose your website to hackers or viruses, and other types of malware?
This video will discuss how to improve your website security by making it more difficult for attackers to hack and corrupt your website with malware or steal sensitive information from a database on your website.
[bookmark: _jwxrw53pspj1]How to Improve Your Website Security

1. [bookmark: _sod6ep3efmbt]Add HTTPS And SSL Certificate
The first step to securing your website is through securing your URL.
A secure URL ensures that communication between your website and the end-user on a browser is encrypted.
To secure your website URL, you will need to switch the URL from HTTP to HTTPS.

2. [bookmark: _gicdshha4e7s]Change Your Login Credentials Regularly
The second (yet most important) thing you should do is change your website login credentials.
To start with, use a username that's not easy to guess. Avoid using the username "admin," or your first name.
Hackers can easily get your first name as it's the default name that receives the authorship attribute for all your blog posts.
Also, use a smart password that uses a combination of alphabetical, numerical, and special characters. Avoid using personal information such as your birth date.
3. [bookmark: _wpfcmmott28n]Keep Your Website Clean
Databases, applications, and plugins can provide backdoors that hackers can use to gain access to your website.
Make sure that you only use plugins and applications from trusted companies.
Scanning your server and website for security vulnerabilities is also important. 

4. [bookmark: _e7jpr1dn2uqq]Use a Secure Host
Think of your website as an entry to a directory. Your web host is the person who keeps that directory for people to use.
Make sure that your web host provides the right security features to keep your uploaded data safe.
5. [bookmark: _rnwd39j3wde7]Backup Your Website Regularly
Creating regular backups is one of the best ways to ensure that your website remains safe.
Backups ensure that you can easily recover your website in case your website files are corrupted, damaged, or deleted maliciously/ unintentionally.

6. [bookmark: _pssl7d2ax7pq]Use The Available Website Security Solutions
Make use of website security companies and plugins that offer free and paid web security solutions. 

That wraps things up for today.

If you have any comments, please leave them below.

Please hit the like button, subscribe to the channel and I’ll see you later.
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